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GAZI ANO, J. While investigating the defendant on suspicion
of drug distribution, police used automatic |icense plate
readers (ALPRs) on the Bourne and Saganore bridges to track his
novenents. They accessed historical data, which reveal ed the
nunber of tinmes he had crossed the bridges over a three-nonth
period, and also received real-tine alerts, one of which led to
his arrest. W nust determ ne whether the use of ALPR
technology in this case constituted a search under the Fourth
Amendment to the United States Constitution or under art. 14 of
t he Massachusetts Decl arati on of Rights.

We conclude that, while the defendant has a
constitutionally protected expectation of privacy in the whole
of his public novenents, an interest which potentially could be
i nplicated by the wi despread use of ALPRs, that interest is not
invaded by the limted extent and use of ALPR data in this case.

1. Background. W draw the followng fromthe facts found
by the notion judge, reserving sone facts for |ater discussion.

a. ALPR systens. Automatic license plate readers are

canmeras conbined with software that allows themto identify and

"read" license plates on passing vehicles. Wen an ALPR



identifies a license plate, it records a photograph of the
plate, the systemlis interpretation of the |license plate nunber,
and ot her data, such as the date, tine, |location, direction of
travel, and travel lane. In Massachusetts, cameras owned and
mai ntai ned by the State police feed this information into a
dat abase mai ntai ned by the Executive Ofice of Public Safety and
Security (EOPSS).1 At sone point in 2015, the State police
installed fixed canera readers on both sides of the Saganore and
Bourne bridges. Wile these caneras are not infallible,?2 they
essentially create a conprehensive record of vehicles traveling
onto or off of the Cape.

ALPR systens produce two related types of information
real -time alerts and historical data. First, individuals with
user credentials can |l og onto the ALPR system enter |icense

pl ate nunbers onto a "hot list," and choose users to be notified
about any new "hits" for that plate nunber. |If a canmera in the
ALPR system detects a license plate that matches a nunber on the

hot list, the system sends an electronic mail nmessage or text

1 According to the amci, private conpanies also own and
operate automatic |icense plate reader (ALPR) caneras and share
that data with | aw enforcenent, as do individual homeowners.
Federal and State | aw enforcenent offices, in turn, may share
data with each other

2 Atestifying expert identified weather conditions, warped
or obscured plates, and particularly bad Iighting conditions as
factors that mght result in the ALPR failing to read a
particular license plate.



nessage to the specified officers. Alert recipients receive an
i mage of the plate, along with the date, tine, |ocation, and
direction of travel. Second, users can search by license plate
nunber for any historical matches stored in the database. EOPSS
currently has a one-year retention policy for ALPR data.3

The Barnstabl e police departnent has adopted the State
police general order setting out various regulations for the use
of ALPR information. See State police General O der No. TRF-11
(July 22, 2014) (Order TRF-11).4

b. The investigation. Through surveillance, several

“controlled buys,” and information fromfour confidential

i nformants, the Barnstable police devel oped substantial evidence
that a codefendant in this case was distributing heroin fromhis
residence. During that surveillance, they observed a bl ack

Hyundai vehicle appear briefly at the codefendant's residence.

3 Aside fromany changes to retention policy or failure to
i npl ement purging according to the policy, electronic mail
nessages sent after a real-tinme alert may be retained | onger
than one year, indeed indefinitely, on the recipient's server,
as was the case here.

4 State police General Order No. TRF-11 (July 22, 2014)
(Order TRF-11) requires, inter alia, that only trained,
speci al ly designated users may access the system that the "ALPR
System and information shall be . . . [a]ccessed and used only
for official and legitimte | aw enforcenent purpose”; and that
prior to initiating a stop based on an ALPR hit or alert, the
of ficer must verify visually the al phanuneric characters on the
license plate and verify the status of the plate through one of
vari ous dat abases.



After further surveillance, and a tip froma confidenti al

i nformant, police observed the defendant driving the sane
vehicl e, and they began to suspect that he was supplying heroin
to his codef endant.

On February 1, 2017, Barnstable police added the |icense
pl ate nunber of the black Hyundai to the ALPR hot list, and
specified officers to be notified when it was detected crossing
t he Bourne or Saganore bridges. On February 8, 2017, several
police officers received an alert that the Hyundai had been
driven over the Saganore Bridge onto Cape Cod. Officers
subsequently traveled to the codefendant's house and then
followed himto Shall ow Pond Road in Centerville. At the sane
time, another officer found the defendant after he drove onto
the Cape and followed himto Shall ow Pond Road. The officers
wat ched t he defendant and the codefendant neet, but no physical
exchange was observed. Both vehicles left after approximtely
thirty seconds.

Pol i ce al so generated a spreadsheet indicating every tine
that the Hyundai had passed over the Bourne and Saganore bridges
bet ween Decenber 1, 2016, and February 12, 2017. The
spreadsheet contained the dates, tinmes, directions, and specific
| anes that the Hyundai had traveled on the bridges. The ALPR
spreadsheet showed that the vehicle traveled onto Cape Cod on

ei ght days in February, twenty-one days in January, and nineteen



days in Decenber. On nultiple of these days, the defendant made
nore than one trip on the sanme day. This appeared consi stent
with the police theory that the defendant routinely was bringing
heroin onto the Cape for distribution by his codefendant.

On February 22, 2017, Barnstable police received another
alert that the Hyundai had travel ed over the Saganore Bridge
onto Cape Cod. Police again followed both the defendant and the
codef endant as they drove to Shall ow Pond Road. The officers
observed a neeting, but did not see an exchange of objects.

Both vehicles departed thirty seconds later. This tinme, police
st opped both vehicles on suspicion that a drug transaction had
t aken pl ace.

After stopping the codefendant, police handcuffed him read
himhis Mranda rights, and questioned himat the side of the
road. He made incrimnating statenents, and officers found
heroin on his person. Police also ordered the defendant out of
his vehicle, handcuffed him and read himhis Mranda rights.
The notion judge found that the defendant was under arrest at
the nonment that he was ordered out of the Hyundai and
handcuf f ed.

At the police station, the defendant waived his Mranda
rights and nmade various incrimnating statenents. Oficers also
seized two cellular tel ephones and United States currency from

t he defendant's person. The defendant's brother brought nore



noney to pay the bail for the defendant, but police seized
al nost all of the cash on the belief that it was the proceeds of
illegal drug activity.

The defendant filed notions to suppress the ALPR data and
the fruits of the arrest. A Superior Court judge held an
evidentiary hearing and then denied the notions. The defendant
then filed an application for |eave to pursue an interlocutory
appeal in the county court, pursuant to Mass. R Crim
P. 15 (a) (2), as appearing in 474 Mass. 1501 (2016); the single
justice allowed the appeal to proceed in this court.

2. Discussion. "In reviewing a decision on a notion to
suppress, we accept the judge's subsidiary findings absent clear
error but conduct an independent review of [the] ultinate
findings and concl usions of |aw' (quotations and citation

omtted). Commonwealth v. Jones-Pannell, 472 Mass. 429, 431

(2015). Here, review ng the judge's concl usions of |aw requires
us to determ ne, anong other things, whether the use of ALPR
technol ogy by police constitutes a search under the Fourth
Amendment or art. 14.

a. ALPRs and constitutional search protections. Under

both the Fourth Amendment and art. 14, a search inplicates
constitutional protections when the governnent "intrudes on a
person's reasonabl e expectation of privacy" (citation omtted).

Commonweal th v. Al nobnor, 482 Mass. 35, 40 (2019). "An




i ndi vi dual has a reasonabl e expectation of privacy where (i) the
i ndi vi dual has mani fested a subj ective expectation of privacy in
the object of the search, and (ii) society is willing to
recogni ze that expectation as reasonable" (quotations and

citation omtted).> Comonwealth v. Johnson, 481 Mass. 710, 715,

cert. denied, 140 S. C. 247 (2019). See Katz v. United States,

389 U.S. 347, 361 (1967) (Harlan, J., concurring).

The constitutional jurisprudence governing the
t echnol ogi cal surveillance of public space has devel oped rapidly
in the last decade. To place the current situation in the
proper context, it is necessary to review these devel opnents and
t heir underlying reasoning at sonme | ength.

i. Expectations of privacy and technology. As this court

and the United States Suprene Court interpret society's
reasonabl e expectations of privacy over tinme, the courts

overarching goal is to "assure [the] preservation of that degree

51n this case, the judge did not find explicitly that the
def endant had mani fested a subjective expectation of privacy.
We infer fromthe undi sputed record, however, that the defendant
mani fested a subj ective expectation of privacy in his |ocation
by choosing to neet his codefendant in a quiet residential area.
See Commonweal th v. Ful giam 477 Mass. 20, 33, cert. denied, 138
S. C. 330 (2017) (concluding that subjective prong was
sati sfied based on record). See, e.g., United States v. More-
Bush, 381 F. Supp. 3d 139, 143 (D. Mass. 2019) ("the Court
infers fromtheir choi ce of nei ghborhood that they subjectively
expected that their and their houseguests' com ngs and goi ngs
over the course of eight nonths would not be surreptitiously
surveilled").




of privacy agai nst governnment that existed when the Fourth
Amendnent [and art. 14 were] adopted.” Al nonor, 482 Mass. at 54

(Lenk, J., concurring), quoting Carpenter v. United States, 138

S. C. 2206, 2214 (2018). W have recogni zed the difficulty of
this enterprise as devel opi ng technol ogy places "extraordinarily
powerful surveillance tool[s]" in the hands of police. Al nonor,
supra at 46. See Johnson, 481 Mass. at 716. Wile

acknow edgi ng the useful ness of these tools for crine detection,
"both this court and the United States Suprene Court have been
careful to guard against the 'power of technology to shrink the
real m of guaranteed privacy' by enphasizing that privacy rights
"cannot be left at the nmercy of advanci ng technol ogy but rather
nmust be preserved and protected as new technol ogi es are adopted

and applied by |law enforcenent.'" Al nonor, supra at 41, quoting

Johnson, supra. See Kyllo v. United States, 533 U.S. 27, 34

(2001). See also Anstead v. United States, 277 U.S. 438, 473

(1928) (Brandeis, J., dissenting) (noting that courts mnust be
vigilant to guard against "[s]ubtler and nore far-reachi ng nmeans
of invading privacy [that] have becone available to the
governnent™) .

Li ke the Suprenme Court, this court is guided "by historica
under st andi ngs of what was deened an unreasonabl e search and
sei zure when [the Constitutions were] adopted.” See Al nonor,

482 Mass. at 43, citing Carpenter, 138 S. C. at 2214. These
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hi stori cal understandi ngs include the basic purposes underlying
t he adoption of art. 14 and, later, the Fourth Anendnent. See

Al nonor, supra, quoting Jenkins v. Chief Justice of the Dist.

Court Dep't, 416 Mass. 221, 229 (1993) ("we construe [art. 14]

in light of the circunstances under which it was framed, the
causes leading to its adoption, the inperfections hoped to be
remedi ed, and the ends designed to be acconplished"). See also

Carpenter, supra at 2213. NMdre specifically, we have recognized

that the underlying purposes of both art. 14 and the Fourth
Amendnment are the need to "secure the privacies of |ife against
arbitrary power," and to "place obstacles in the way of a too

perneating police surveillance:® Al nonor, supra at 53 (Lenk,

J., concurring), quoting Carpenter, supra at 2214. Both warrant

further explanation in the context of energing technol ogy.

A. Arbitrary power. The franers had first-hand experience

wi th abuses of arbitrary power under British rule. Qur cases
acknow edge that they wrote constitutional search protections in
"response to the reviled 'general warrants' and 'wits of

assi stance' of the colonial era, which allowed British officers
to runmage through honmes in an unrestrained search for evidence
of crimnal activity." See Carpenter, 138 S. C. at 22183,

quoting Riley v. California, 573 U S. 373, 403 (2014). See also

Commonweal th v. Bl ood, 400 Mass. 61, 71 (1987). The

surveillance inplications of new technol ogi es nust be
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scrutinized carefully, lest scientific advances give police
surveill ance powers akin to these general warrants. Just as
police are not pernmitted to rumage unrestrai ned through one's
hone, so too constitutional safeguards prevent warrantl ess
runmagi ng through the conplex digital trails and |ocation
records created nerely by participating in nodern society. See,
e.g., Alnonor, 482 Mass. at 46 (police causing cellular

tel ephone to reveal real-tine |ocation contravenes reasonabl e

expectation of privacy); Commonwealth v. Augustine, 467 Mass.

230, 255 (2014), S.C., 470 Mass. 837 (2015) (reasonable
expectation of privacy exists in cellular site |ocation

information [CSLI]®). See also Carpenter, supra at 2217 ("A

person does not surrender all Fourth Amendnent protection by
venturing into the public sphere").

B. Perneating police presence. As the Suprene Court made

clear in Carpenter, courts analyzing the constitutional

i nplications of new surveillance technol ogies al so should be

gui ded by the founders' intention "to place obstacles in the way
of a too perneating police surveillance." Carpenter, 138 S. C.

at 2214, quoting United States v. DI Re, 332 U S 581, 595

6 Cellular site location information "refers to a cellular
t el ephone service record or records that contain information
identifying the base station towers and sectors that receive
transm ssions froma [cellular] tel ephone” (citation omtted).
Commonweal t h v. Estabrook, 472 Mass. 852, 853 n.2 (2015).
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(1948). Specifically, both this court and the Supreme Court
have recogni zed how advanci ng technol ogy undercuts traditional
checks on an overly pervasive police presence because it (1) is
not limted by the same practical constraints that heretofore
effectively have limted |ong-running surveillance, (2) proceeds
surreptitiously, and (3) gives police access to categories of

i nformati on previously unknowabl e.

As Justice Alito wote in Jones, "[i]n the pre-conputer
age, the greatest protections of privacy were neither
constitutional nor statutory, but practical. Traditional
surveillance for any extended period of tinme was difficult and

costly and therefore rarely undertaken.” United States v.

Jones, 565 U.S. 400, 429 (2012) (Alito, J., concurring). The
conti nuous, tireless, effortless, and absol ute surveillance of
the digital age contravenes expectations of privacy that are
rooted in these historical and practical limtations. For thi's
reason, when the duration of digital surveillance drastically
exceeds what woul d have been possible with traditional |aw
enf orcenent nethods, that surveillance constitutes a search
underrart. 14 See, e.g., Augustine, 467 Mass. at 253.

In addition, the surreptitious nature of digital
surveill ance renoves a natural obstacle to too perneating a
police presence by hiding the extent of that surveill ance.

Resource constraints aside, we inmagi ne Massachusetts residents
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woul d object were the police continuously to track every
person's public novenments by traditional surveillance nethods,
absent any suspicion at all. Justice Sotomayor summed up these
first two concerns in a discussion of global positioning system
(GPS)7 nmonitoring: "because [it] is cheap in conparison to
conventional surveillance techniques and, by design, proceeds
surreptitiously, it evades the ordinary checks that constrain
abusi ve | aw enforcenent practices: 'limted police resources
and comunity hostility'" (citation omtted). Jones, 565 U S
at 415-416 (Sotomayor, J., concurring).

Finally, new surveillance techniques risk creating too
perneating a police presence by giving police access to "a
category of information otherw se unknowable.” Carpenter, 138
S. C. at 2218. For exanple, with CSLI data "the Governnent can
now travel back in tine to retrace a person's whereabouts
[and] police need not even know i n advance whet her they want to
follow a particul ar individual, or when. Woever the suspect
turns out to be, he has effectively been tailed every nonent of

every day for five years . . . ." 1d. See Augustine, 467 Mass.

7 A gl obal positioning system (GPS) tracking system "all ows
police to nonitor and record the | ocation of a vehicle [or an
i ndividual] without the [target]'s know edge" by ascertaining
the target's location via communication with satellites, and
then transmtting that location to a conputer systemthat stores
it electronically. Commonwealth v. Connolly, 454 Mass. 808, 812
(2009).
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at 254. Likewise, in A nonor, 482 Mass. at 46, this court
considered the capability of police to "ping" a cellular

tel ephone, causing it to reveal its real-tinme |ocation data, and
observed that "[t]his extraordinarily powerful surveillance too
finds no analog in the traditional surveillance nethods of |aw
enf orcenent . "

These historical understandings informour analysis as we
apply the test that originated nore than fifty years ago in
Katz, 389 U S at 361 (Harlan, J., concurring), to determ ne
whet her the collection and use of ALPR data constitutes a
sear ch.

ii. Searches in public. This founding-era guidance has

ai ded courts, even as technol ogi cal advances in the surveillance
of public space have posed difficult questions to courts under
the "reasonabl e expectation of privacy" framework established in
Katz. The tension derives fromtwo contrasting sentences
contained in Katz itself. First, Katz states that "[w] hat a
person know ngly exposes to the public, even in his own hone or
office, is not a subject of Fourth Amendnent protection.” Katz,
389 U.S. at 351. For this reason, "[w hether an expectation of
privacy is reasonabl e depends in |arge part upon whether that
expectation relates to information that has been exposed to the
public" (alteration, quotation, and citation omtted). United

States v. Maynard, 615 F.3d 544, 558 (D.C. Cir. 2010), aff'd in




15

part sub nom Jones, 565 U.S. 400. On the other hand, "[a]
person does not surrender all Fourth Amendnent protection by
venturing into the public sphere.” Carpenter, 138 S. O

at 2217. For "what [soneone] seeks to preserve as private, even
in an area accessible to the public, nay be constitutionally

protected." Katz, supra. See id. at 354 (constitutionally

protected privacy interest in contents of tel ephone conversation
made from public tel ephone booth). In short, while the Fourth
Amendment and art. 14 "protect[] people, not places," whether
something is know ngly exposed to the public remains a
touchstone in determ ning the reasonabl eness of a person's
expectation of privacy. Id. at 351. See Augustine, 467 Mass.

at 252; Commonwealth v. Billings, 42 Mass. App. C. 261, 265

(1997) (listing constitutional nonsearches based on know ng
exposure principle).

A. What is knowi ngly exposed. Under this doctrine, police

observation of the exterior of an autonpbile is not a search
because it is "know ngly exposed." See New York v. O ass, 475
U S 106, 114 (1986) ("The exterior of a car, of course, is
thrust into the public eye, and thus to examne it does not
constitute a 'search'"). In Massachusetts, this reasoning

extends quite naturally to license plates. In Commonweal th v.

Starr, 55 Mass. App. C. 590, 591 (2001), a police officer saw a

license plate on an autonobile, |ocated the plate nunber in a
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pol i ce database, and stopped the vehicle because the plates were
registered to a different vehicle. Relying on the know ng
exposure principle of Katz, the court held that the defendant
had no reasonabl e expectation of privacy that would prevent an

officer fromexamning his license plate. Starr, supra at 593-

594.8

In United States v. Knotts, 460 U S. 276, 285 (1983), the

Suprenme Court applied the logic of "what is know ngly exposed"
to sanction the warrantl ess use of a radio "beeper"? to assi st
police in tracking a vehicle on a single journey.

"A person traveling in an autonobile on public

t hor oughf ares has no reasonabl e expectation of privacy
in his novenents fromone place to another. Wen [the
codefendant] travel ed over the public streets he
voluntarily conveyed to anyone who wanted to | ook the
fact that he was traveling over particular roads in a
particular direction, the fact of whatever stops he
made, and the fact of his final destination when he
exited from public roads onto private property.”

Id. at 281-282. 1In so holding, the Knotts Court dism ssed the

defendant's claimthat, should he |ose his case, "twenty-four

8 Massachusetts requires that |icense plates be "displ ayed
conspi cuously,” G L. c. 90, 8 6, and the failure to do so can
result in fines or inprisonment, see G L. c. 90, 8 23. These
requi rements support the contention that there is no objectively
reasonabl e expectation of privacy in a license plate nunber, the
very purpose of which is to identify the vehicle to the
gover nnment .

9 "A beeper is aradio transmtter, usually battery
operated, which emts periodic signals that can be picked up by
a radio receiver." United States v. Knotts, 460 U S. 276, 277
(1983).
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hour surveillance of any citizen of this country will be
possi bl e, w thout judicial know edge or supervision." Id.

at 283. The court went on to note, however, that "if such
dragnet -type | aw enforcenent practices as respondent envisions
shoul d eventually occur, there will be tinme enough then to
determ ne whether different constitutional principles may be
applicable.” Id. at 284.

In this distinction, we recognize precisely the question

posed by this case: whether Knotts, Starr, and the "know ng

exposure" principle of Katz control, as the Commonweal th
contends, or whether different constitutional principles apply,
as the defendant argues. To answer, we nust | ook to those cases
of emergi ng surveillance technol ogy where we i ndeed have

determ ned that different constitutional principles govern.

B. Msaic theory. When new technologies drastically

expand police surveillance of public space, both the United
States Suprene Court and this court have recognized a privacy
interest in the whole of one's public novenents. See Carpenter,
138 S. &. at 2217 ("individuals have a reasonabl e expectation
of privacy in the whole of their physical novenents"); Johnson,

481 Mass. at 716; Augustine, 467 Mass. at 248-249; Commonweal th

v. Rousseau, 465 Mass. 372, 382 (2013).
The question first emerged in the context of a GPS device

affixed to a suspect's vehicle. W ultimtely concl uded,
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consi stent with Suprenme Court precedent, that "the governnent's
cont enpor aneous el ectronic nonitoring of one's com ngs and
goings in public places invades one's reasonabl e expectation of
privacy." Rousseau, 465 Mass. at 382. Next, in cases
addressing police access to CSLI, both this court and the
Suprene Court reaffirmed the same principle -- that it 'S
obj ectively reasonable for individuals to expect to be free from
sustained electronic nonitoring of their public novenents. See
Augustine, 467 Mass. at 247-248. See al so Carpenter, 138 S. C.
at 2219.

Both courts reached these conclusions, in part, by
di stinguishing the relatively primtive beeper used in Knotts
fromthe encycl opedic, effortless collection of CSLI and GPS
data. See Augustine, 467 Mass. at 252 ("There is no real
guestion that the governnent, w thout securing a warrant, may
use electronic devices to nonitor an individual's novenents in

public to the extent that the sanme result could be achi eved

t hrough vi sual surveillance" [enphasis added]). See also

Carpenter, 138 S. C. at 2215, 2218 (di stinguishing

"rudi mnentary" beeper used in Knotts to track single "discrete
autonoti ve journey" fromuse of CSLI, which achieves "near
perfect surveillance, as if [the governnent] had attached an

ankl e nonitor to the phone's user").
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Essentially, these cases articul ate an aggregation
principle for the technol ogical surveillance of public conduct,
sonetimes referred to as the nosaic theory.10 Wen collected for
a |l ong enough period, "the cunul ative nature of the information
collected inplicates a privacy interest on the part of the
i ndi vidual who is the target of the tracking." Augustine, 467

Mass. at 253. See Jones, 565 U.S. at 416 (Sotomayor, J.,

concurring) ("when considering the existence of a reasonable
soci etal expectation of privacy in the sumof one's public
novenents . . . | would ask whet her people reasonably expect

that their novenents will be recorded and aggregated in a manner

t hat enabl es the Governnent to ascertain, nore or less at wll,
their political and religious beliefs, sexual habits, and so on"
[enphasis added]). A recent case in the United States District
Court for the District of Massachusetts summari zed the idea
succinctly: "Although these activities, taken one by one, may

not give rise to a reasonabl e expectation of privacy . . . , the

10 See, e.g., Kerr, The Msaic Theory of the Fourth
Amendnent, 111 Mch. L. Rev. 311, 320 (2012) ("The npbsaic theory
requires courts to apply the Fourth Amendnent search doctrine to
government conduct as a collective whole rather than in isol ated
steps. Instead of asking if a particular act is a search, the
nosai ¢ theory asks whether a series of acts that are not
searches in isolation anmbunt to a search when considered as a
group. The nosaic theory is therefore prem sed on aggregation:
it considers whether a set of nonsearches aggregated together
anount to a search because their collection and subsequent
anal ysis creates a revealing nosaic").
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Court aggregates their sumtotal for its analysis.” United

States v. Moore-Bush, 381 F. Supp. 3d 139, 149 (D. Mass. 2019).

As the anal ogy goes, the color of a single stone depicts little,
but by stepping back one can see a conpl ete nosaic.

Thi s aggregation principle or nobsaic theory is wholly
consistent with the statenent in Katz, 389 U S at 351, that
"[w hat a person know ngly exposes to the public . . . is not a
subj ect of Fourth Amendnent protection,"” because the whol e of
one's novenents, even if they are all individually public, are
not T knowi'ngl'y "exposed i'n tthe aggregate."As the United States
Court of Appeals for the District of Colunmbia Circuit explained:

"the whol e of a person's novenents over the course of a

month is not actually exposed to the public because the

i kel ihood a stranger woul d observe all those novenents is

not just renote, it is essentially nil. It is one thing

for a passerby to observe or even to follow soneone during

a single journey as he goes to the market or returns hone

fromwork. It is another thing entirely for that stranger

to pick up the scent again the next day and the day after
that, week in and week out, dogging his prey until he has

identified all the places, people, anusenents, and chores
that nake up that person's hitherto private routine.”

Maynard, 615 F.3d at 560.

A detailed account of a person's novenents, drawn from
el ectroni c surveillance, encroaches upon a person's reasonable
expectation of privacy because the whole reveals far nore than
the sumof the parts. "The difference is not one of degree but
of kind . . . ." Id. at 562. "Prolonged surveillance reveals

types of information not reveal ed by short-term surveill ance,
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such as what a person does repeatedly, what he does not do, and
what he does ensenble."” |1d. Aggregated |ocation data reveals
"a highly detailed profile, not sinply of where we go, but by
easy inference, of our associations -- political, religious,

am cabl e and anorous, to nane only a few -- and of the pattern

of our professional and avocational pursuits.” Comopnwealth v.

Connol |y, 454 Mass. 808, 834 (2009) (Gants, J., concurring),
quoting People v. Weaver, 12 N.Y.3d 433, 442 (2009).

iii. Constitutional inplications of ALPRs. Wth this

t heoretical foundation in mnd, we turn to the central question
of this case: whether the use of ALPRs by the police invades an
obj ective, reasonabl e expectation of privacy. O, nore
specifically, we nust determ ne whether ALPRs produce a detail ed
enough picture of an individual's novenents so as to infringe
upon a reasonabl e expectation that the Commonwealth will not

el ectronically nonitor that person's com ngs and goings in
publii'cover "a 'sustained periiod of "time: See, e.g., Augustine,
467 Mass. at 247-248.

A.  ALPRs under the npsaic theory. [I'ndeterm ning whether

a reasonabl e expectation of privacy has been invaded, it is not
t he amobunt of data that the Commopnweal th seeks to adnmit in

evi dence that counts, but, rather, the anount of data that the
government collects or to which it gains access. See

Commonweal t h v. Est abrook, 472 Mass. 852, 858-859 (2015), citing
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Augustine, 467 Mass. at 254 ("in terms of reasonable expectation
of privacy, the salient consideration is the length of time for
which a person's CSLI is requested, not the tinme covered by the
person's CSLI that the Commonwealth ultimately seeks to use as
evidence at trial"). In Rousseau, 465 Mass. at 376, 382, we

wei ghed the thirty-one days of GPS nonitoring in the
constitutional analysis, not the data that placed the vehicle
near the suspected arsons on four specific dates. Simlarly, in
Carpenter, 138 S. C. at 2212-2213, the relevant period was the
127 days of CSLI data, not the data that placed the defendant
near the robberies on four particul ar days.1! For thi's reason,

our constitutional analysis ideally would consider every ALPR

11 Qur holding in Comonweal th v. Johnson, 481 Mass. 710,
722, cert. denied, 140 S. C. 247 (2019), is not to the
contrary. There, we determ ned that the inposition of GPS
nmonitoring on a specific probationer was a search, but a
reasonabl e one in the circunstances. |1d. at 720. W then
concl uded that the subsequent exam nation of the probationer's
| ocation data by |aw enforcenent was not a search, because the
probati oner had no reasonabl e expectation of privacy in his
| ocation; he knew he was wearing a GPS ankle nonitor that was
transmtting his location to the governnent. See id. at 722-
725, 728. As an ancillary rationale, we enphasized that the
police only sought the defendant's |ocation at the specific
times of various robberies, thus mnimzing the intrusion. I|d.
at 727-728. Throughout, we enphasi zed the inportance of the
i ndividual's status as a probationer, contrasting his
expectations of privacy with those of a nonprobationer. 1d.
at 724 ("There is no question that the reasonabl eness of any
expectations of privacy held by a probationer know ngly subject
to GPS nonitoring as a condition of probation is far different
fromthe reasonabl eness of the expectations of privacy held by
i ndi viduals who are surreptitiously tracked by | aw
enforcenent").
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See Augustine, 467
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ss. at 254-255 ("tracking of the defendant's novenents [ by
CSLI] in the urban Boston area for two weeks was nore than
sufficient to intrude upon the defendant's expectation of
privacy safeguarded by art. 14"); Rousseau, 465 Mass. at 382
(thirty-one days of GPS nonitoring was sufficient duration to

concl ude nonitoring was search).

previously]unknowabl'e:™ See Carpenter, 138 S. Ct. at 2218.
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v. Superior Court of Los Angeles County, 3 Cal. 5th

12 The International Association of Chiefs of Police has
warned that collecting ALPR data fromnultiple sources creates
the risk "that individuals will become nore cautious in the
exercise of their protected rights of expression, protest,
associ ation, and political participation because they consider
t hensel ves under constant surveillance.” Internationa
Associ ation of Chiefs of Police, Privacy |Inpact Assessnent
Report for the Uilization of License Plate Readers, at 13
(Sept. 2009), https://ww.theiacp.org/sites/default/files/all
[ k-m LPR _Privacy_I npact _Assessnent. pdf [https://perm.cc/ T4
- GBF5] .
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1032, 1044 (2017) (ALPR data "could potentially reveal where [a]
person lives, works, or frequently visits").

Simlarly, with caneras in enough |ocations, the hot Iist
feature could inplicate constitutional search protections by
i nvadi ng a reasonabl e expectation of privacy in one's real-tine
| ocation. |If deployed w dely enough, ALPRs could tell police
sonmeone's precise, real-tinme location virtually any tine the
person decided to drive, thus maki ng ALPRs the vehicul ar
equi val ent of a cellular telephone "ping." See Al nonor, 482
Mass. at 55 (Lenk, J., concurring) ("Wen police act on real-
time information by arriving at a person's |ocation, they signa
to both the individual and his or her associates that the person
is being watched. . . . To know that the governnent can find
you, anywhere, at any tine is -- in a wrd -- "creepy'"). O
course, no matter how wi dely ALPRs are depl oyed, the exigency
exception to the warrant requirenent would apply to this hot

list feature. 13

13 Order TRF-11 gives a nonexclusive list of reasons for
whi ch aut horized users may nmanually place a license plate on a
hot list, including "AMBER' alerts, mssing child alerts,
m ssing coll ege student bulletins, and "be on the | ook out"”
alerts. In these circunstances, the use of real-tine alerts nmay
be constitutionally perm ssible under the exigent circunstances
exception to the warrant requirenent. See Riley v. California,
573 U.S. 373, 388, 391, 402 (2014) (repeatedly noting how
exi gent circunmstances exception m ght apply to warrant
requirenment for cellular tel ephone searches); Warden, M.
Penitentiary v. Hayden, 387 U.S. 294, 298-299 (1967) ("The
Fourth Anmendnent does not require police officers to delay in
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Finally, like carrying a cellular tel ephone, driving is an
i ndi spensabl e part of nodern life, one we cannot and do not
expect residents to forgo in order to avoid governnent
surveill ance.

B. Nunber and | ocation of ALPR data collection points in

this case. On this record, however, we need not, and indeed
cannot, determ ne how pervasive a system of ALPRs woul d have to
be to invade a reasonabl e expectation of privacy. Willea
testifying expert alluded to caneras "all over the [S]tate," the
record is silent as to how many of these caneras currently
exi st,14 where they are | ocated, and how many of them detected
t he def endant.

Therefore, for this case, we consider the constitutiona
i mport of four canmeras placed at two fixed | ocations on the ends
of the Bourne and Saganore bridges. "Fourth Amendnent [and art.
14] cases nust be decided on the facts of each case, not by

extravagant generalizations. '[We have never held that

the course of an investigation if to do so would gravely
endanger their lives or the lives of others"). Simlarly, the
use of ALPRs to find a vehicle reported stolen would not be
constitutionally inperm ssible, because the driver of a stolen
vehi cl e does not have a reasonabl e expectation of privacy in the
| ocati on of sonmeone el se's autonobile.

14 The am ci submt that, in 2015, there were 168 ALPR
caneras in operation in Massachusetts. The information provided
by the am ci was not before the notion judge and renmi ns
untested by the adversarial process.
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potential, as opposed to actual, invasions of privacy constitute

searches for purposes of the Fourth Amendnent.'" Dow Chem Co.

v. United States, 476 U.S. 227, 238 n.5 (1986), quoting United

States v. Karo, 468 U. S. 705, 712 (1984).

"There is no real question that the governnent, w thout
securing a warrant, may use el ectronic devices to nonitor an
i ndi vidual's novenents in public to the extent that the same
result could be achieved through visual surveillance."
Augustine, 467 Mass. at 252. It is an entirely ordinary
experience to drive past a police officer in a cruiser observing
traffic on the side of the road, and, of course, an officer may
read or wite down a publicly displayed |license plate nunber.
See Starr, 55 Mass. App. . at 594. In this way, a single
license plate reader is simlar to traditional surveillance
techniques. On the other hand, four factors distinguish ALPRs
froman officer parked on the side of the road: (1) the policy
of retaining the information for, at a mninum one year;
(2) the ability to record the license plate nunber of nearly
every passing vehicle; (3) the continuous, twenty-four hour
nature of the surveillance; and (4) the fact that the recorded
license plate nunber is linked to the location of the
observation. These are enhancenents of what reasonably m ght be

expected fromthe police.
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The limted nunber of cameras and their specific
pl acenents, however, also are relevant in determ ning whether
they reveal a nosaic of location information that is
sufficiently detailed to i nvade a reasonabl e expectati on of
privacy. The caneras in question here gave police only the
ability to determ ne whet her the defendant was passing onto or
off of the Cape at a particular nonent, and when he had done so
previously. This limted surveillance does not allow the
Commonweal th to nonitor the whole of the defendant's public
novenents, or even his progress on a single journey. These
particul ar caneras nmake this case perhaps nore anal ogous to
CSLI, if there were only two cellular telephone towers
coll'ecting'data: Such a limted picture does not divulge "the
whol e of [the defendant's] physical novenents," Carpenter, 138
S. C. at 2217, or track enough of his com ngs and goi ngs so as
to reveal "the privacies of life." 1d., quoting Riley, 573 U S

at 403. See Boyd v. United States, 116 U S. 616, 630 (1886).

Wil e we cannot say precisely how detailed a picture of the
def endant's novenents nust be reveal ed to invoke constitutiona
protections, it is not that produced by four caneras at fixed

| ocations on the ends of two bridges.1 Therefore, we conclude

15 1 n declining to establish a bright-line rule for when the
use of ALPRs constitutes a search, we recognize this may bring
sonme interimconfusion. W trust, however, that as our cases
devel op, this constitutional line gradually and appropriately
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that the limted use of ALPRs in this case does not constitute a
search within the meaning of either art. 14 or the Fourth
Amendnent . 16

b. Defendant's other argunents. W turn to the

defendant's remaining clains. He argues that various evidence
shoul d be suppressed because (1) the Barnstable police did not
show a witten policy governing ALPR use, and the State police
ALPR policy, adopted by the Barnstable police, is deficient and
constitutionally inadequate; (2) the use of ALPR systens
violates 18 U S.C. 88 2701-2712, the Federal Stored

Communi cations Act (SCA), and 18 U.S.C. 88 2510-2523, the
Federal El ectronic Conmunications Privacy Act (ECPA); (3) the
court should adopt the doctrine of target standing; and (4) the

incrimnating statements were involuntarily coerced through

will come into focus. "The judiciary risks error by el aborating
too fully on the Fourth Anmendnent [or art. 14] inplications of
ener gi ng technol ogy before its role in society has becone
clear." Ontario v. Quon, 560 U S. 746, 759 (2010).

16 The defendant argues that, if the ALPR data were
suppressed, there woul d have been no probabl e cause for his
arrest. Because we conclude that the use of the ALPR data was
not a search in the constitutional sense, the data gl eaned from
the use of the ALPR properly is considered in the probable cause
analysis. W discern no error in the notion judge's
determ nation that there was probable cause to arrest the
def endant when the ALPR data is included in that analysis.
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police trickery in violation of the defendant's Mranda rights. 1’
We concl ude that each of these argunents is without nerit.

i. Role of police policies. The defendant argues that,

because the Barnstable police did not introduce a witten policy
governi ng police use of ALPR data, and because the State police
policy, Order TRF-11, is inadequately specific, the evidence
agai nst hi m nust be suppressed. |In support of this argunent,
the defendant relies on cases where we have required police to

i ntroduce evidence of a witten policy to justify warrantless
inventory searches or to denonstrate "that sobriety checkpoints
be governed by standard, neutral guidelines that clearly forbid
the arbitrary selection of vehicles to be initially stopped.”

Commonweal th v. Murphy, 454 Mass. 318, 323 (2009) (sobriety

checkpoi nt guidelines). See Commobnwealth v. Bi shop, 402 Mass.

449, 451 (1988) ("art. 14 . . . requires the exclusion of
evi dence seized during an inventory search not conducted
pursuant to standard police procedures, which procedures, from

now on, nust be in witing").

17 I n addition to the argunents discussed here, the
def endant contends that the seizure of his bail nobney was
unlawful . The seizure of the defendant's bail nobney was not
part of the judge's decision on the notion to suppress and
therefore is not properly before this court. See Mass. R COim
P. 15 (a) (2), as appearing in 474 Mass. 1501 (2016).
Accordingly, we do not consider it.
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This argunent is unavailing. These cases involve the
reasonabl eness of a search or seizure conducted under specific
exceptions to the warrant requirement, not the threshold
constitutional question whether a search or seizure has occurred
at all. Detailed policy guidelines for police use of ALPRs wel |
may be a "good idea," Rley, 573 U.S. at 398, but their
exi stence or |ack thereof does not determ ne the constitutional
guesti on.

ii. Statutory clainms. The defendant argues further that

the government's use of ALPR data is subject to the SCA and the
ECPA. Neither statute, however, is applicable.® The SCA
prevents the governnent from conpelling a "provider of

el ectroni ¢ comruni cati on service" to produce such comruni cations
wi thout follow ng certain procedures. See 18 U. S.C. § 2703.
Here, the governnent did not conpel production of electronic
communi cations, but, rather, created and used themin the first

instance. Simlarly, the ECPA regulates the interception of

18 The defendant's reliance on G L. c. 214, § 1B, is
simlarly msplaced. That statute creates a cause of action for
tort liability to "protect[] individuals from'disclosure of
facts . . . that are of a highly personal or intimate nature
when there exists no legitimte, countervailing interest.'" Doe
v. Brandeis Univ., 177 F. Supp. 3d 561, 616 (D. Mass. 2016),
qguoting Dasey v. Anderson, 304 F.3d 148, 153-154 (1st Cr.
2002). Wiile it conceivably could support tort litigation
agai nst governnent actors (subject, of course, to sovereign
imunity constraints), it has no application to the crim nal
suppressi on cont ext.
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wire, oral, and electronic comunications. See 18 U.S.C
§ 2511. As the notion judge correctly determned, it would
produce an absurd reading of the statute to conclude that
officers were intercepting their own comuni cations when
receiving real-tinme alerts. See 18 U . S.C. 8§ 2511(2)(c) ("It
shall not be unlawful under this chapter for a person acting
under color of lawto intercept a wire, oral, or electronic
comruni cati on, where such person is a party to the conmmunication
."). See also 18 U S.C. § 2510(5)(a) (exenpting any
t el ephone or equi prent used by | aw enforcenent officers in
course of their duties fromtypes of devices that can be used to
"intercept").

iii. Target standing. The defendant al so argues that this

court shoul d adopt the doctrine of "target standing," which
woul d give himstanding to contest the search of his codefendant
because he was one of that search's secondary targets. See

Commonweal th v. Santiago, 470 Mass. 574, 577 (2015). It would

allow him"to assert that a violation of the Fourth Anendnent
rights of a third party entitled himto have evi dence suppressed
at his trial." 1d. The United States Suprene Court has
rejected the doctrine with respect to the Fourth Amendnent.

Rakas v. Illinois, 439 U. S 128, 132-133 (1978). W also

repeatedly have declined to adopt target standing under art. 14,

but have left open the possibility of applying the doctrine in
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cases of "distinctly egregious police conduct.” See Santiago,
supra at 577-578. Nothing in this record suggests "distinctly
egregi ous police conduct." Therefore, the defendant does not
have target standing to chall enge evidence seized fromhis
codef endant .

iv. Mranda waiver. The defendant argues that his waiver

of his Mranda rights and the statenments he made to police were
i nvoluntary because the officers repeatedly told himthat he was
not under arrest. The tests to determ ne whether a Mranda

wai ver was voluntary and for the voluntariness of a statenent

are "essentially the same" (citation omtted). Conmmonwealth v.

Newson, 471 Mass. 222, 229 (2015).

Wth respect to the Mranda i ssue, the notion judge found
the following. First, the defendant was under arrest at the
time he was handcuffed during the roadside stop. He properly
and carefully was advised of his Mranda rights i mediately
after being handcuffed, and again at the police station. He
under st ood these rights both tines.

W agree with the notion judge that questions asked at the
roadsi de and at the police station constituted custodi al
interrogation. Considering the totality of the circunstances,
the only factor indicating a |l ack of voluntariness was the
of ficers' statenents that the defendant was not under arrest and

that he m ght avoid arrest by giving the information he
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initially prom sed. The defendant argues that the waiver and
the statenents were involuntary based on these deceptive
representations.

"[ D] eception or trickery does not necessarily conpel
suppressi on of the confession or adm ssion but, instead, is one
factor to be considered in a totality of the circunstances

anal ysis." Newson, 471 Mass. at 230, quoting Commonwealth v.

Trenbl ay, 460 Mass. 199, 208 (2011). In Newson, supra, this

court held that even if an officer engaged in deceit or trickery
by telling a defendant that he was not under arrest, such deceit
woul d not be enough to denonstrate involuntariness. Here, the
facts are essentially the sanme. Therefore, we do not disturb
the judge's finding that the Cormonweal th proved beyond a
reasonabl e doubt that the statements and the M randa waiver were
vol unt ary.

3. Conclusion. Wile we recognize that the w despread use
of ALPRs in the Conmonweal th could inplicate constitutional
protections agai nst unreasonabl e searches, the |limted use of
the technology in this case does not.

Order denying notions to
suppress affirned.
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GANTS, C.J. (concurring). | agree with the court that, if
the State police had obtained historical |ocational data
regardi ng the defendant's vehicle from enough automatic |icense
pl ate readers (ALRPs) in enough |ocations, the nosaic that such
collection would create of the defendant's novenents "woul d
i nvade a reasonabl e expectation of privacy and would constitute

a search for constitutional purposes.” Ante at .1 also

agree with the court that the |ocational information regarding

t he defendant that was obtained fromfour ALPRs at two fixed

| ocations on two bridges falls short of creating the type of
nosai ¢ that would constitute a search within the neani ng of
either art. 14 of the Massachusetts Declaration of R ghts or the
Fourth Anmendnent to the United States Constitution. And | agree
that the court is correct to forbear fromdeclaring in this case
"precisely how detailed a picture of the defendant's novenents
nmust be reveal ed to invoke constitutional protections.” |1d.

at .| wite separately not to attenpt to answer how
detailed the picture nust be but to suggest an anal yti cal
framework that m ght prove useful in future cases.

It is inmportant to recognize that this is the first case we
have encountered where the State police are collecting and
storing a vast amount of |ocational data, from which they
potentially mght conduct a targeted search of | ocational

information for a particular person or vehicle w thout probable



cause and wi thout court authorization. Cellular telephone
conpani es possess even nore | ocational data that can track the
novenents of a cellular tel ephone (and thus the person in
possession of it), but |aw enforcenent nmay obtain that
information fromthese conpani es only through a search warrant
or court order.

Under our case |aw, a search warrant based on probable
cause is required for |law enforcenent to obtain nore than six
hours of historical telephone call cellular site |ocation
information (CSLI) regarding a particular individual. See

Commonweal th v. Estabrook, 472 Mass. 852, 854 (2015);

Commonweal th v. Augustine, 467 Mass. 230, 255 (2014), S.C., 470

Mass. 837 (2015). A court order under 18 U.S.C. § 2703 based on
"specific and articul able facts" that show "reasonabl e grounds
to believe" that the records "are relevant and material to an
ongoi ng crimnal investigation" suffices under art. 14 to obtain
six hours or less of CSLI regarding a particular individual.

See Estabrook, supra at 855 n.4, 858. If a |l aw enforcenent

agency possessed conparable historical |ocational data that
coul d produce a nosaic of an individual's novenents equival ent
to that produced by CSLI, whether because it purchased bul k CSL
data from a vendor or because it had a vast array of ALPRs or
surveill ance caneras using facial recognition software, we would

require | aw enforcenment to obtain a search warrant based on



probabl e cause before it could retrieve the |ocational data for
that nosaic regarding a targeted individual

But what if the historical |ocational information regarding
a targeted individual that can be obtained fromdata in the
possession of a | aw enforcenment agency could yield a nosaic of
| ocation points that is |less than that created by CSLI but
greater than the four location points established in this
record? Pragmatically, | submt we have two alternatives. Qur
first option is to determ ne based on the facts of a particul ar
case when the locational nosaic of a targeted individual's
novenents crosses the threshold of the reasonabl e expectati on of
privacy. A nosaic above that threshold would require a search
warrant based on probabl e cause, but a nosaic bel ow t hat
t hreshol d woul d not require any court authorization.

Al ternatively, we could strike a balance anal ogous to that

struck by the United States Suprene Court in Terry v. Chio, 392

US 1, 21 (1968), and decide that there are two | ocationa
nosai c thresholds: a lesser threshold that may be perm ssibly
crossed with a court order supported by an affidavit show ng
reasonabl e suspicion and a greater threshold that is perm ssibly
crossed only with a search warrant supported by probabl e cause.
The reasonabl e suspicion standard would require "specific and
articul able facts" denonstrating reasonabl e suspicion that the

targeted individual has conmitted, is conmtting, or will commt



acrinme, see id. at 21-22, and that there are reasonabl e grounds
to believe that the data obtained fromthe query are rel evant
and material to an investigation of the crinme. The reasonable
suspi cion standard is different fromand nore exacting than the
standard required under 18 U . S.C. § 2703 to obtain six hours or

| ess of CSLI, which requires only "specific and articul able
facts" that show "reasonabl e grounds to believe" that the
records "are relevant and material to an ongoing crim nal

i nvestigation."

This second al ternative would nean that |aw enforcenent
agenci es woul d need to obtain court authorization nore often
before retrieving targeted individual historical |ocationa
information in their possession because queries that woul d not
require a showi ng of probable cause mght still require a
showi ng of reasonable suspicion. But the benefit to | aw
enforcenent would be that, if the police sought a court order
based on reasonabl e suspicion and a review ng court determ ned
that the query sought |ocational data that could yield a npsaic
of movenent requiring a show ng of probable cause, the search
woul d not be found unconstitutional (and the information
coll ected woul d not be suppressed) if the review ng court found
that the affidavit supported a finding of probable cause. In
contrast, where no court order was obtained and a review ng

court determ ned that probable cause or reasonabl e suspicion was



required to support the retrieval of historical |ocational
information, the data retrieved fromthe query wuld have to be
suppressed even if | aw enforcenent could have net the applicable
st andar d.

Regardl ess of which alternative the court ultimately
chooses, a reviewing court will need to know the extent of the
nosai ¢ that was possible fromthe retrieval of historica
| ocational information regarding the novenents of a targeted
i ndi vi dual, because only then can the court accurately determ ne
whet her the threshold had been crossed. Therefore, unless the
| aw enf orcenent agency has sought prior court approval to search
for particularized |ocational data in its possession, the agency
will have to preserve each and every search query for the
retrieval of historical |ocational information regarding a
targeted individual. For instance, if the State police maintain
1,000 ALPRs at different |ocations throughout the Conmonwealth,
it matters whether they searched for a suspect's vehicle from
the data yielded by all 1,000 caneras or only by four caneras,
and it matters whether they gathered this data for one day or
one hundred days. And regardless of whether a court authorized
the search, the agency nust preserve the historical |ocationa
data regarding a particular individual that the agency retrieved
as a result of such queries fromthe data in its possession,

even when that exceeds the anobunt of data that the agency uses



in an investigation or at trial. Cf. Estabrook, 472 Mass. at
859 ("the salient consideration is the length of time for which
a person's CSLI is requested, not the tine covered by the
person's CSLI that the Commonwealth ultimately seeks to use as
evidence at trial"). And the agency nmust make this preserved
data and search request available in discovery when sought by
the defendant. Only then will a court have the information it
needs to determ ne whether the retrieval of |ocationa
information regarding a targeted individual crossed a
constitutional threshold that requires court authorization and

ei ther reasonabl e suspicion or probabl e cause.



