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Who We Are 
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Fighting	  the	  ‘War	  on	  Terror’ 
 

 
 

 
“OSINT  (Open  Source  Intelligence)   

can provide up to 90% of the information needed to 
meet  most  U.S.  intelligence  needs.” 

 
 

Deputy Director of National Intelligence, Thomas Fingar  
 April 1, 2008, USA TODAY 
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A Proven History 

     With over 10 years of Deep Web Harvesting expertise, 
 and 8 years of direct experience working with U.S. 
Intelligence Agencies, BrightPlanet Corporation has 

achieved a strong reputation and is acknowledged as 
the resource for 

 Deep Web Harvesting  
in the Intelligence Community (IC) on behalf of the  

U.S.	  Government’s	  War	  on	  Terror. 
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What We Do 

BrightPlanet is the only company that can  
find,	  harvest,	  and	  curate	  “unknown	  and	  hidden”	   

Big Data from the Deep Web at huge scale 
 to	  provide	  resources	  the	  create	  “new”’	  intelligence	  to: 

 

1. Analyze 
2. Track 
3. Monitor 
4. Alert 
5. Archive 
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Customers & Partners 
8	  years	  “tuition”	  	  with	  the	  CIA,	  NSA	  &	  DHS	  Battle	  Lab 

6 



The Problem 
Finding and harvesting relevant information 

 from the Deep Web for analytics... 
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“Data  will grow by 800% over the next five years - 80% of it unstructured.”   
                                                           Gartner Research Report 2011 

 
 

“Between  the  dawn  of  civilization  through  2003, 
just 5 exabytes of information was created.  That much information is 
now created every two days and the pace is increasing.  People aren’t  
ready  for  the  technology  revolution  that’s  going  to  happen  to  them”  

 
                                                                                                              Eric Schmidt – CEO, Google  

  Lake Tahoe Technology Conference, 2010 

The Web Tsunami 
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Publicly Available Information 
“Open	  Source”	  Information 

Internet: 
• Doubled both in size AND infrastructure over last 

5 years 
• Continues to grow at exponentially faster rate 
• 2.27 billion internet users worldwide 

           
         Social Media 
 

800 million – Facebook users at end 
of 2011 
 

225 million – Twitter users  
 

21 million – People following Justin 
Bieber  (Twitter’s  most  followed  user) 
 

250 million – Tweets per day  
 

8,868 – Tweets/second for the MTV 
Video Music Awards in August. 
 

109 million – WordPress and Tumblr 
blogs 
 

2.4 billion – social networking 
accounts worldwide 
 

 

9.6 34 
100 

163 

255 

644 

0 

100 

200 

300 

400 

500 

600 

700 

2000 2004 2006 2008 2010 2012 

Total Number of Websites (millions) 

source: royal.pingdom.com 



Searching the Surface Web 
...one click at a time. 
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? 31 Million 
Links 



BrightPlanet Solutions 
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Social Media Monitor  
Open Source, Public Information 

 For Law Enforcement 
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 IV.	  Social	  Media	  Monitor™	  – Law Enforcement 
(Twitter Monitor to Track, Geo-Locate and Alert) 

 
 
 

 II. Deep Web Silo	  Services™ 
(Big Data Silos for Analytics and Research 

 
BrightPlanet Silo Farms 

(Topic-Specific) 

 
 
 
 

BrightPlanet 
Deep Web Investigators 

 
 
 

Customer 
(Knowledge Workers/SMEs) 

 
 
 
 

 I.	  Deep	  Web	  Harvester™ 
(Big Data Harvesting Behind your	  Company’s	  Firewall) 

 
 
 

III.	  Deep	  Web	  Monitor™ 
(A Thin Client, Personal Cloud Utility to Track, Monitor & Alert) 

 
 
 

Products & Services 

Big Data 
from the  

Deep Web 

Real Time 
Tracking 

Monitoring 

Alerting 



Nassau County P.D., Long Island 

 Law Enforcement Issues in 2012 

1. The 2012 Presidential debate will be held next summer at Hofstra University in Uniondale, NY (Nassau 
County). The last time we hosted a Presidential debate (2008), we had a large number of demonstrators, 
some of which were violent. We are expecting the same kind of attention (if not more so) this coming year. 
 
2. Twitter party / gang activity is a constant concern. In the warmer months, gang members (and 
others) will advertise illegal for-profit house parties via Twitter and other social media. Gang 
members in Nassau County and NYC frequently use Twitter (via cell phone) as a communications 
tool. 
 
3. Our anarchist groups widely use social media for communication, command and control. There are 
various groups and individuals that we would like to passively monitor. 
 
4. Congressman Peter  T  King’s  district  lies  within  Nassau  County,  and  his  security  is  one  of  our 
responsibilities, especially when he is in New York. We would like to monitor any threat traffic on 
the Internet directed to Congressman King and keep an eye on particular individuals with a prior 
history of threats / actions against him. 
 
5. Our proximity to NYC makes domestic and international terrorism a constant concern. We would 
like a better way to review and monitor individuals / groups (residing in Nassau or Suffolk Counties) 
that openly espouse anti-American and / or radical Islamic viewpoints. 
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Social Media Monitor 
for Law Enforcement 

  

 

Target 5,000 Users 

Target 400 Red Flag Terms 

Monitor 25 
Locations 



Social Media Monitor  
Set Up 

Create User Groups 
to Monitor 

Red Flag Keywords 
& Alerts 

Focus to Specific 
Locations 



Harvesting  Social Media 
(…For	  “red	  flag”	  terms,	  places,	  “protest	  terms”	  etc.) 



Social Media Monitor 
Monitoring 

Follow Selected 
Live Streams 

Timeline Options 

Flag 
Users/Keywords 

Search Filter 

Visualize 
 Geo-located 

Tweets 



Social Media Monitor  
Threaded Time Line & Trending 

Set Trending 
Parameters by 

Keyword, Location 
and Users 

Set Trending 
Parameters by Groups 

Threaded Timeline 
Monitoring 

 



Social Media Monitor  
Patterns of Life – Reports – Archiving 

Threaded Timeline 
Monitoring 

Pattern of 
Life Analysis 

Monitor Activity 
Trends 



Tracking, Monitor and Alert 
 Known Violent Protestors 

21 

Name: Nikolas Koehler 
Address: 40 Meadowbrook Dr.  San Francisco, CA 94132 
Background: Journalism major at Grays Harbor CC. Protested 
budget cuts at Washington state capital in 2011; now at Occupy SF 
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Generate Reports 
Social Media Monitoring Export for Analytic Silos 

Age: 38 
Origin: Arlington, Va. 
Background: Known for unlawful conduct, very 

active in Occupy Denver 
– Previous employment Wal-Mart 

4/12/11 lab technician.  
– Unsuccessfully attempted porn 

company in California 
– LGBTQ rights activist; is transgender.  
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Monitoring Threat Traffic for Officers 
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Custom 
Drill-Down  

Targeting 
Local 

Officers 



 IV.	  Social	  Media	  Monitor™	  – Law Enforcement 
(Twitter Monitor to Track, Geo-Locate and Alert) 

 
 
 

 II. Deep Web Silo	  Services™ 
(Big Data Silos for Analytics and Research 

 
BrightPlanet Silo Farms 

(Topic-Specific) 

 
 
 
 

BrightPlanet 
Deep Web Investigators 

 
 
 

Customer 
(Knowledge Workers/SMEs) 

 
 
 
 

 I.	  Deep	  Web	  Harvester™ 
(Big Data Harvesting Behind your	  Company’s	  Firewall) 

 
 
 

III.	  Deep	  Web	  Monitor™ 
(A Thin Client, Personal Cloud Utility to Track, Monitor & Alert) 

 
 
 

Products & Services 

Big Data 
from the  

Deep Web 

Real Time 
Tracking 

Monitoring 

Alerting 



Deep Web Monitor 
Track, Monitor & Alert 
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Big Data from the Deep Web 

for Analytics, Investigation, & 

Evidentiary 

       1. Deep Web Harvester License 
2. Deep Web Silo Services 
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 IV.	  Social	  Media	  Monitor™	  – Law Enforcement 
(Twitter Monitor to Track, Geo-Locate and Alert) 

 
 
 

 II. Deep Web Silo	  Services™ 
(Big Data Silos for Analytics and Research 

 
BrightPlanet Silo Farms 

(Topic-Specific) 

 
 
 
 

BrightPlanet 
Deep Web Investigators 

 
 
 

Customer 
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(Big Data Harvesting Behind your	  Company’s	  Firewall) 

 
 
 

III.	  Deep	  Web	  Monitor™ 
(A Thin Client, Personal Cloud Utility to Track, Monitor & Alert) 
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The Process 
Harvesting Big Data for Analytics 

    DeepHarvester® 
Workbench 

Deep Web  
Content Silos 

(Topic Specific) 
 
 

Analytics 
(Analyze, Research,  

Track ,Monitor, Alert) 

• Beyond the Surface  
• Any Content Type 
• Any Source 
• Any Language 
• Big-Data 

Tag, Tune, Normalize & 
Enrich  “Unstructured”  

Content to 
 “Semi-Structured”  for  

Analytics 

• Faceted Search 
• Topic Clustering 
• Semantic Categorization 
• Link Analysis 
• Multiple 3rd Party Options 
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Creating	  “New”	  Intelligence 

Link Analysis 

Faceted  Deep Search 
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Deep Web 
Analytic Silo 

Semantic Analysis 

Topic Clustering 

Geospatial Analysis 

Semantic Document Ranking 

Situational Analysis People Finder 



 
Exploiting “Topic	  Specific”	  Deep Web Silos 
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Romney 
Campaign 

Southwest 
Border 
News 

 االمرركزز  االثاني

Mexican  
Drug Cartels Pharma  

Fraud 
Surveillance 

Medical 
Device 

Competition 

Message 
Boards -   

Blogs 

泰寧 

Libyan Social 
Media Feeds 

Presidential 
Debate 

New York City 
Narcotic 
Kingpins 

Tweets 
Facebook 
LinkedIn Tea Party 

 

Australian 
Bike Gangs 

Cervical 
Cancer  

Research 



Creating	  “New”	  Intel	  from	  Deep	  Web	  Silos 
Retrieving Content, not Links 
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? 

Congressman 
Peter King 

 

Congressman Peter King 
Threat Assessment Silo  

31 Million 
Links 

98 docs 



Find Hidden Relationships 
Link Analysis via Deep Web Silos 
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Visualize  
“unknown  and  hidden”  

relationships Integrate with any database. 



Monitoring Threat Traffic 
for Law Enforcement 

SILO ANALTICS 
1. Faceted Search 
2. Topic Clustering 
3. Link Analysis 
4. Geo Locate 
5.  People Finder 
6. Semantic Ranking 



Topic Clustering – Aussie Bike Gangs 

Documents 
Sorted by Topic 
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S.W. Border Silo - Cartel Violence 
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Finding Deep Data on 
the  Bad  Guys… 



Locating	  the	  ‘Bad	  Guys’ 
Geo	  Locator	  from	  “Social	  Media”	  Communication 

Geo Tagging 
(Tweets) 
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Situational Awareness 
Creating	  Intel	  for	  the	  “last	  tactical	  mile” 

  
 

J.P. Morgan 
Incorporating Overlay Data 

(150  Web  Blogs  from  their  “bad  guys”) 
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People Finder 
Uncover people of interest by topic 
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Uncover people 
mentioned most 

within documents 
containing  a specific 

keyword 

View Top documents that 
mention the person 

Then view what people or 
companies the individual has 

the most associations with 
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www.brightplanet.com 
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Steve Pederson – CEO 
spederson@brightplanet.com 

 

Al Meger – Deep Web Investigator 
ameger@brightplanet.com 

 
 

www.brightplanet.com 
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